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Kevin is a globally recognized unified communications, collaboration,
Al and technology thought-leader, strategist, and implementation
leader. He co-founded enable UC and was recently honored as the
top UC Today UC All-Star.

Kevin is part analyst and part consultant, which ensures he
understands the "big picture”, the real-world realities and the history
behind the major cloud services including Microsoft 365.

He has led the development of many technology strategies for
medium and large organizations and managed the deployment of
hundreds of thousands of Microsoft Teams calling and collaboration
seats.

A long time ago he created an award-winning game for the

Commodore 64 and ever since has been focused on using technology
creatively to deliver effective value.
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Introduction

The modern business landscape is increasingly
reliant on digital collaboration and productivity
platforms, supporting teams that include
employees and external parties such as partners
and customers. Microsoft 365, encompassing a
suite of powerful applications like Teams,
Exchange, SharePoint, OneDrive, and more, has
become a cornerstone for countless organizations
worldwide.

Microsoft Teams has evolved into the central hub
for calling, collaboration, and meetings,
fundamentally changing how teams work
together. The seamless integration of these
applications within the Microsoft 365 ecosystem

drives significant efficiency and productivity
gains, making it an indispensable platform for
organizations of all sizes.

However, as organizations grow and their reliance
on Microsoft 365 deepens, the complexity of
managing these environments escalates. This is
especially true for large enterprises with intricate
organizational structures and a very large
Microsoft tenant or tenants hosting vast amounts
of service and business data along with a large
population of users (a "super tenant"). The
evolving landscape of Microsoft 365, with its
continuous updates and expanding feature set,
presents significant management challenges.
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The IT director's dilemma

In this complex environment, IT Directors face a
multitude of pain points.

Tenant segmentation becomes crucial for maintaining
data privacy and security, yet native Microsoft tools
often fall short. The sheer volume of data generated
within these platforms leads to data overload,
hindering effective management and informed
decision-making.

Security risks are amplified when relying solely on
global admin rights, creating potential vulnerabilities.

420M paid Commercial Office seats

320M monthly active
Teams users (76%)

80M monthly
active Teams

Phone users
(25%)

Navigating the complexity of multiple admin
portals, mastering PowerShell for advanced
configurations, and simply keeping up with the
ever-evolving Microsoft ecosystem and feature
setdemand specialized skills and significant time
investment.

This eBook, "Beyond the Basics: The IT Pro’s
Ultimate Microsoft 365 Management Checklist,"
aims to provide IT professionals with a
comprehensive framework to evaluate their
current practices, identify areas for enhancement,
and ultimately optimize their Microsoft 365
environment.

1M+ Teams
Rooms

licensed
for PSTN

calling (viaE5
60M total)

20M monthly
active PSTN users

3M Teams
Premium users

As at April 2025
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The IT Pro's Ultimate
Microsoft 365
Management Checklist

What follows is intended as a comprehensive checklist to help IT Professionals assess
their current Microsoft 365 management practices and identify areas for improvement.

.  PRACTICAL TENANT SEGMENTATION AND ADMINISTRATION

Tenant segmentation and administration are fundamental for maintaining control,
security, and compliance within a Microsoft 365 environment. Effective segmentation
allows organizations to align their digital workspace with their operational structure,
while robust administration ensures that the right people have the right level of
visibility, access and control.

O Canyou easily segment your Microsoft 365 tenant to reflect your
organizational structure (e.g., by department, geography, business unit, or
brand) and delegate administrative responsibilities effectively?

O Do you have granular control over user access and permissions to ensure
data privacy and security, adhering to the principle of least privilege?

O Canyou empower local administrators with tailored controls and visibility
relevant to their scope and position in the organization, while maintaining
central oversight and policy enforcement?

O Areyou able to customize administrator experiences (e.g., specific
dashboards, reports, tasks, licensing) to meet specific business requirements
and improve efficiency?

O Do you have a clear and well-documented delegation model for
administrative tasks within your Microsoft 365 tenant?

O Canyou easily audit administrative actions and changes made within your

Microsoft 365 environment?
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ll. EFFICIENT AUTOMATION AND PROCESSES

In the fast-paced world of IT, automation is key to streamlining operations, reducing manual errors, and
freeing up valuable IT resources for more strategic initiatives. Automating routine tasks and
orchestrating complex workflows within Microsoft 365 can significantly improve efficiency and
consistency.

O Are you automating routine tasks like user onboading/offboarding (including provisioning/de-
provisioning licenses and and access), password resets, assigning calling telephone numbers, and
license management?

(O Canyou easily orchestrate complex workflows across multiple Microsoft 365 services (e.g.,
setting up a new project team with a dedicated Teams channel, SharePoint site, and Planner plan)?

O Do you have standardized templates, policy settings and processes for common tasks to ensure
consistency, reduce errors and support cases, and accelerate execution?

O Areyou leveraging automation to free up IT staff from repetitive, low-value tasks, allowing them
to focus on more strategic initiatives and problem-solving?

O Areyou integrating automation into your existing business processes and systems, so that regular
service requests are quickly and automatically dealt with?

O Do you regularly review and optimize your automation workflows to ensure they remain efficient

and effective?
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MICROSOFT 365 CHECKLIST

Ill.  REAL-TIME PROACTIVE MONITORING

Proactive monitoring of your Microsoft 365 environment is crucial
for ensuring optimal performance, identifying potential issues
before they impact users, and making data-driven decisions for
resource optimization and capacity planning.

O Do you have real-time visibility into the performance and
health of your Microsoft 365 environment, end-to-end
across endpoints, networking, operators, and the tenant,
including service ability and potential outages?

O Are you proactively monitoring service levels (e.g., Teams
call quality, email delivery latency) and user experience
across different Microsoft 365 services?

O Canyou quickly identify, diagnose and isolate the root
cause of issues before they impact a large number of users,
and do you have automated alerts in place for critical
events?

O Are you tracking key performance indicators (KPIs) related
to the health and usage of your Microsoft 365 services?

O Do you have established processes for responding to alerts
and addressing performance issues within your Microsoft

365 environment?




IV. ROBUST SECURITY AND COMPLIANCE

Protecting sensitive data and ensuring compliance with relevant regulations are paramount in today's
digital landscape. Robust security controls and proactive compliance measures within your Microsoft
365 environment are essential to mitigate risks and maintain trust.

O Do you regularly review and optimize your automation workflows to ensure they remain
efficient and effective? Are you confident in your ability to protect sensitive data within your
Microsoft 365 tenant from both internal and external threats?

O Do you have robust security controls in place, such as multi-factor authentication (MFA),
conditional access policies, and data loss prevention (DLP) rules, to prevent unauthorized
access and configuration changes?

O Are you meeting all relevant compliance requirements for data privacy and security (e.g.,
GDPR, HIPAA, SOC 2) applicable to your industry and region?

(O Canyou easily audit user activity, track changes made within your environment, and generate
reports for compliance purposes?

O Do you have a comprehensive strategy for managing and responding to security incidents
within your Microsoft 365 environment?

O Arevyou regularly reviewing and updating your security policies and configurations to address

evolving threats and best practices?
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V. USER EXPERIENCE AND ADOPTION

The success of any technology implementation hinges on user
adoption and satisfaction. Ensuring a positive user experience with
Microsoft 365 services is crucial for maximizing productivity and
achieving the intended business benefits.

O Are you effectively monitoring user adoption and
satisfaction with Microsoft 365 services through surveys,
feedback mechanisms, and usage analytics?

O Areyou providing adequate support and training resources
(e.g., documentation, tutorials, workshops) to encourage
wider use of available features and address user queries
effectively?

O Are you proactively addressing user feedback and pain
points to improve the overall experience and identify areas
where additional guidance or support is needed?

O Are you leveraging collaboration tools within Microsoft 365
(like Teams channels, SharePoint sites) to enhance
communication, knowledge sharing, and overall
productivity?

O Do you have astrategy in place to communicate new
Microsoft 365 features and updates to your users?

O Do you regularly update your onboarding materials and
process to incorporate the latest Microsoft 365 features

and your specific company usage policies?
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VI. LICENSE MANAGEMENT

Optimizing your Microsoft 365 investment requires careful management of licenses,
license add-ons, and resources to avoid unnecessary expenses and ensure you are
getting the most value from your subscription.

O Do you have clear visibility into your Microsoft 365 license usage, including
which users are assigned which licenses and whether there are any
underutilized licenses?

O Canyou accurately control, track and report on Microsoft 365 license
spending across different departments or cost centers?

O Do you have processes in place to manage and track the costs associated with
add-on services and features such as Teams Premium and Copilot within
Microsoft 365?

O Are you leveraging automation to streamline operations (e.g., automatically
reclaiming licenses from deactivated users) and reduce administrative
overhead, thereby contributing to cost savings?

O Are you optimizing license allocation by assigning the most appropriate license

tiers to users based on their needs and usage patterns, avoiding over-licensing?
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VII.  DELIVERING INSIGHTS THROUGH ANALYTICS AND REPORTING

Leveraging the wealth of data available within Microsoft 365 through effective analytics and reporting is
essential for gaining insights into usage patterns, identifying areas for improvement, and making
informed decisions about your environment.

O Are you able to synthesize data from various Microsoft 365 services (e.g., Teams usage, email
traffic, SharePoint activity) to gain actionable insights into collaboration patterns, productivity
levels, and user behaviour?

O Do you effectively combine data from multiple sources including external data into
comprehensive analytics dashboards for a holistic view of your technology and business
environment?

O Do you have the flexibility to customize reports and dashboards to track key performance
indicators (KPIs) aligned with your organization’s specific goals and business objectives?

O Areyou leveraging analytics to proactively identify trends, detect security risks, and uncover
opportunities for operational improvements across your Microsoft 365 environment?

O Do you have processes in place to share relevant insights with stakeholders, supporting informed

decision-making and demonstrating the value of your Microsoft 365 investment?
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VIIl.  MICROSOFT TEAMS ROOMS AND TEAMS DEVICE MANAGEMENT

Microsoft Teams has become a central communication and collaboration hub, and a variety of certified
devices, including dedicated Teams Rooms systems and personal Teams devices like desk phones, are
crucial for enabling seamless and productive communication experiences. Effective management of
these diverse devices is essential to ensure consistent high-quality audio and video, simplified user
experiences, and efficient IT operations.

O Do you have a standardized process for deploying and configuring both Microsoft Teams Rooms
and other Teams devices (e.g., desk phones, collaboration bars) across your organization, including
accommodating employee role changes?

O Canyou centrally manage and monitor the health and status of all your Teams devices, including
Teams Rooms components (e.g., displays, cameras, microphones, consoles) and personal devices
(e.g., desk phones, headsets) while proactively identifying and resolving issues?

O Areyou effectively managing the full lifecycle of your Teams devices — from procurement and
deployment to updates, maintenance, and retirement — while ensuring devices are secure, up-to-
date, and compliant with necessary patches?

O Do you have clear guidelines, training, and feedback channels in place to ensure employees can
effectively use Teams Rooms and personal Teams devices, while also tracking device utilization
and user satisfaction to drive improvements?

O Areyour Teams device management processes integrated with your IT service management

(ITSM) system for efficient issue tracking and resolution, and do you have security measures in

place to protect against unauthorized access or tampering?




IX. FUTURE-PROOFING YOUR STRATEGY

The Microsoft 365 ecosystem is constantly evolving with new features and capabilities
being introduced regularly. Having a forward-thinking strategy ensures that your
organization is prepared for these changes and can effectively leverage new
advancements.

O Areyou prepared for the continued growth and evolution of Microsoft 365,
including understanding the roadmap for new features and services?

O Canyour current management tools and processes scale to meet future demands
and accommodate the increasing complexity of the platform?

O Areyou staying informed about new features and capabilities within the
Microsoft ecosystem through official Microsoft channels, industry news, and
community forums?

O Do you have a plan for evaluating and potentially adopting new Microsoft 365
features and services that could benefit your organization?

O Areyou regularly reviewing your Microsoft 365 management strategy to ensure
it aligns with your organization's long-term goals and the evolving Microsoft

landscape?
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About VOSS for Microsoft

This comprehensive checklist compiled by Kevin Kieller, "".

with support from VOSS, highlights key areas that are & | Tl J [

crucial for effective Microsoft 365 management, especially .. .‘

within complex enterprise environments. =9 5. a 4
OSS for Microsoft is a solution designed to address these " ' "

V

very challenges. By providing a unified platform, VOSS

offers comprehensive management capabilities that can V O S S

help you check many of these boxes.

By the time you have read this, you could have onboarded over IIO o users

VOSS customers have experienced:

Reductionin Reductionin Reductionin Increase in
provisioning time implementation cost operating costs user adoption

Learn more about how VOSS can transform your Microsoft 365 management at www.voss-solutions.com.
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